Distributed Tactical
Communications System
(DTCS) Net Manager Web
Portal - Before you Begin

CAC Certificate and Browser Configuration Verification Steps
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Background

The DTCS Net Manager Web Portal requires a DoD-signed “signature” certificate before a user is granted access to
the login page for the Web Portal. Certificates are typically stored on a user’s Common Access Card (CAC), but a
“soft certificate” stored on the user’s computer can also be used. For a user to be granted access to the Web
Portal login page, the certificate must exist, not be expired, and not be revoked. The DOD-signed “signature”

III

certificate is sometimes also called an “email” certificate.

Not all DoD websites use CAC authentication in the same manner. The steps in this document are to assist the
DTCS Net Manager Web Portal user in verifying the necessary certificate and browser settings to access the DTCS
Net Manager Web Portal. Computers vary and settings may need to be modified according to each computer.
This document does not attempt to detail every possible configuration. If you are unable to access the Web Portal
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after following the steps in the document, contact your System or Network Administrator. The websites found at
http://militarycac.com/ and http://iase.disa.mil/pki-pke/getting started/index.html can also be very helpful.

There are 3 primary types of certificates on a CAC:

e ID certificate — needed to access a computer (physical presence)

e Signature certificate — needed to sigh documents, email and web-site access

e  Encryption certificate — needed for encryption
The DTCS Web Portal server relies on an external U.S. Government certificate validation server to validate that a
certificate is DoD-signed, is a “signature” certificate, and is not expired or revoked. If the government’s certificate

validation server is unavailable, the Web Portal may not be accessible. If there is a problem with the CAC
certificate the user has selected, it might be one of these causes:

e If the certificate is not DoD-signed or is expired, the user may not see anything... Internet Explorer
may appear as if the site doesn’t exist; Chrome will state an SSL error, etc.

e If the certificate is DoD-signed, not expired, but is not a “signature” certificate or is revoked, the user
will receive a DTCS Web Portal generated message about an invalid certificate.

e [f all validations pass, the user will be presented with the DTCS Web Portal login page.

System Requirements

The Web Portal currently supports the following hardware and software configurations for the user’s computer:
e Hardware: Windows-based desktop or laptop computer

e  Operating System: Windows XP or Windows 7 Operating System

e Browser: Internet Explorer v8 (IE8); or Firefox v18 (FF18)
Note: While other versions of Internet Explorer and Firefox, as well as the Chrome and Safari
browsers, may function properly, they are not currently tested and verified with the Web Portal
releases and are therefore not officially supported.

e CACHandling:
e A CAC reader should be installed on the user’s computer. ActivClient may or may not be needed.
If it is, use:
= ActivClient hotfix 6.2.0.133 for Windows 7
= ActivClient hotfix 6.1.3.132 for Windows XP

= ActivClient hotfix is available on http://militarycac.com/activclient62update.htm

= DoD-signed, “signature” certificate is installed and is not expired or revoked
=  Certificate Revocation List (CRL) files are installed

= |f your CAC certificates, DoD Root certificate or the Certificate Revocation List files are not already
installed on the computer, they will need to be installed. You will need rights to install these files on
your computer or have your System Administrator do it for you.
NOTE: The below site can be used to download the CA certificates.
http://dodpki.c3pki.chamb.disa.mil/rootca.html
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Verify CAC Reader and Middleware

ActivClient Configuration

For Windows 7, DTCS Support has found that installing ActivClient hotfix 6.2.0.133 resulted in successfully
accessing the DTCS Web Portal with IE8 and IE9. For Windows XP, ActivClient 6.1.3.132 was found to work with
IE8. ActivClient hotfix is available from this site http://militarycac.com/activclient62update.htm. If you do not
have Administrative rights to your computer to install an ActivClient hotfix, you will need to contact your System
Administrator.

e  For Windows 7 without ActivClient middleware:

a. Verify the card reader is properly installed by checking that a reader is listed in the Device
Manager under Smart card readers.

b. Insert your CAC into the reader.

C. Verify the card reader is successfully recognizing the CAC by checking that an Identity Device
is listed in the Device Manager under Smart cards as shown below.

File Action View Help
= xEE HE
A Computer Management (Local|| -5 TWDUL-8Y1DGK11
4 [f} System Tools b 1M Computer
> @ Task Scheduler b - Disk drives
> g Event Viewer b - Display adapters
> fa| Shared Folders b - DVD/CD-ROM drives
> % Local Users and Groups > % Human Interface Devices
> '@\ Performance b g IDE ATA/ATAPI controllers
= Device Manager b-ED Keyboards
4 %5 Storage b --ﬂ Mice and other pointing devices
=¢ Disk Management b A Monitors
» ::(3 Services and Applications b - 2 Network adapters
» '3 Ports (COM & LPT)
b D Processors
4 j Smart card readers
: | OMNIKEY

A Srnart cards
../ Identity Device (MIST 5P 800-73 [PIV])
Sound, video and game controller;

> M System devices
>-§ Universal Serial Bus controllers

e  For Windows 7 with ActivClient middleware:
a. Open ActivClient CAC version 6.1 or later.
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b. Select the DOD EMAIL or Signature certificate and View this Certificate.

¥ pctivClient - My Certificates [YOUNG.EVA LY. 1126860800's Smart Card]
File Edit Wew Tools Help

AN RO T @D

- Tasks

Certificate Tasi -
< L= wiew this certificat

&

@ Export this certificate...

smart Card Tasks -
g Change my smart card PIN
[ Show my smart card info

Help Tasks -
@ et help on using this software

“:’::l' Troubleshoot a problem
. Ready COD EMAIL CAZ
—

c. Select Make this certificate available to Windows.

@ ActivClient - My Certificate [YOUNG. EVA,LYH.1126860800's Smart Card]
File Edit Wew Tools Help

QA AR 48 B @O

*® % Tasks J Eroperties | Advanced |
My Certificate Tasks -

x . L Certificate

& Exporbth 2

Make this certificate available bo Windows
Issued to:

Smar =

4 Change my smart card PIN Issued by: | CN=DOD EMAIL CA-23,0U=PKI,0U=D0D,0=L1.5. Gow

[ Show my smart card info valid from: | 09/08/2012 oy | L1/25§2012

Emai; | Lyn.Young@exelising, com
Purpose: | Smart Card Lagon, Client Authentication, Secure Email

Friendly name: | YOUMG.EYA.LYN,1126850800's U.5. GOYERNMENT Sig

=] A private key that corresponds to this certificate is
_/'f available on your smart card,

This certificate can be used for Windows Login,
Help Tasks -

@ Get help on using this software
‘!:: Troubleshoot a problem

L4 Ready

d. Select OK to close.

Install DoD Root Certificate and CRL

To Install the DoD Root Certificate:
1. Go to http://militarycac.com/dodcerts.htm and follow the instructions for downloading and installing

InstallRoot 3.15A.exe (or latest version as specified by the site). The executable will launch a Windows OS
command window.
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2. Click Yes

A ChlUsers\Nestor.Ma esktopilnstallRoot_v3.154 exe _ué‘—J

Dol PKE InstallRoot w3.15A

Insert Program Certificates:
Subject ] Mot After Sta

DoD Root CA 2 12-85-282%

You are about to install a certificate from a certification autherity (CA)
claiming to represent:

DoD Root CA 2

Windows cannot validate that the certificate is actually from "DeD Reot
CA 2", You should confirm its origin by contacting "DoD Root CA 2",
The fellowing number will assist you in this process:

Thumbprint (shal): 8C941B34 EATEAGED 9AE2BCS4 CRGET252 B4CIBS61

Warning:

If you install this root certificate, Windows will automatically trust any
certificate issued by this CA. Installing a certificate with an unconfirmed
thumbprint is a security risk. If you click "Ves" you acknowledge this
risk.

Do you want to install this certificate?

Cos [ %]
— |

3. Install the Certificate Revocation List file. Certificate Revocation List (CRL) is a list of subscribers paired
with digital certificate status. The list enumerates revoked certificates along with the reason(s) for

revocation. The dates of certificate issue, and the entities that issued them, are also included. When a

potential user attempts to access a server or application, it allows or denies access based on the CRL entry

for that particular user.

Note that Windows caches CRLs when they are fetched from the network, and uses those cached versions

until they expire, at which point a newer version of the CRL is fetched and cached. If the cached CRL has

expired, or doesn't exist, and a valid version cannot be fetched via the network, then certificate validation
will fail and access to the Web Portal will fail.
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4.

5.

View your Signature (aka DOD EMAIL) certificate Details. (Refer to the first section for how to view a
certificate using ActivClient). Scroll down the details until you find the CRL Distribution Point. Copy the

URL into your browser and go to the site.

6.

Certificate

(General | Details | Certifation Path

show: | <all> v
i’
Field Walue 1
Esubiect YOUNG.EVA.LYH, 1125860500, .
[Fpublic key RSA (20458
(=35 61 66 26 09 b 56 2...

Author\ty Key Identifier
{64 CRL Distribution Poinks
Cert\Ficate Palicies

[T subject ey Tdentifier
[T authority Information Access
ﬁsub]ect Alternative Name

[1]CRL Diskribution Paint: Distr..,
[1]Certificate Policy:Policy Ide...
01 &9 b7 ae 65 db 72 dd 59 F2...
[1]Authority Info Access: Acc...
RFCE2Z Name=Lyn.Young@itt. ..

A/—

[1]CRL Distribution Poink
Distribution Point Name:

Full Name:
URL=http: icrl. disa.milfcrl DODEMAILCA_30.crl

Copy ko File...

The site will present a file download dialogue window. Select Save.

X

File Download

Do you want to open or save this file?

Hame: DODEMAILCA_30.cr
Type: Certificate Revaocation List

From:  crl.disa.mil

0oe] ][ Save ]l Cancel ||

) “while filez from the Intemet can be useful, some files can potentially
harm your computer. |f vou do not bust the source, do not open or

5
\a
~ save this file. what's the risk?

Install the file to the default location.

7. Close all browser windows.

Right-mouse click on the Certificate Revocation List file that you saved in the step above and select Install.
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For Microsoft Internet Explorer Users

Microsoft Internet Explorer - Verify your DoD Certificates
1. Open Internet Explorer (IE) and select Tools > Internet Options > Content (tab) and select Certificate.

(e I <)

General | seauity | Privacy | Content | programs | Advanced |

Content Advisor

Ratings help you contral the Internet content that can be I
viewed on this computer,

Certificates
Use certificates for encrypted connections and identification.

Clear SSL stat Certificates Publishers
AutoComplete ——

AutoComplete stores previous entries

R on webpages ond sugoests matches
ou.

Feeds and Web Slices
Feeds and Web Slices provide updated
B content from websites that can be
read in Internet Explorer and other
programs.

@ some settings are managed by your system administrator.

2. The Personal tab should open by default. You should see 3 certificates issued to you by DoD as shown

below:
&=
z)
diate Certification Authorities | Trusted Root Certificatior ¢ | *
Issued To Issued By Expiratio... Friendly Name
) JOHN.DOEA11111. 12/31/2009
(53] JOHN.DOEA.11111.. DOD CA-24 12/31/2009 <None>

3. The DOD EMAIL (aka signature) certificate is the one you need to use to access the DTCS Web Portal.
Remove any certificates that are expired, revoked or not yours (unless you share this computer). If your
signature certificate is not in the list, stop and contact your Help Desk to get your CAC certificates installed
correctly and available to Windows.
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Click the Trusted Root Certificate Authorities tab and look for the DoD Root Certificate Authority

Remove any duplicates, selecting to keep the root

Friendly Name

DigiCert
Digicert
DigiCert

Digitokar Rook CA

DST (Natiora
DST {United Parc. ..
DST ACES CA X5

~

—)

-

\

Click the Intermediate Certification Authorities (tab) and look for the DoD certificates. Remove the DOD

v]

<None>
<None>
<Nonex
<None>
<None>
<Nonex

View

Close

Note: If the Remove (button) is disabled, you may need to close and reopen IE. Right click on the IE

executable and select Run as Administrator. If this option is not available to you, contact your System

4.
certificate. DoD Root CA 2 should be in the list.
certificate with the expiration date that is furthest away.
Certificates
Intended purpose: | <All=
S —
Intermediate Certification Authnmﬂ Rk Certification Autharitis3)| Trosked Fubl 4 *
e —
Issued To Issued By Expiraticn...
Epigicert Assured ID... DigiCert Assured IDR...  11/9/2031
[Epigicert Global Roa... DigiCert Global Roaot Ca  11/9/2031
[Epigicert High assur... DigiCert High Assuran...  11/9/2031
Elpigitotar Root Ca Digitotar Root €A (31 /2025
= 2 Do z 12
DST (AN Metwork)... DST (ANX Network) CA - 12/9/2018
ST (MRF) RootCA  DST (NRF) RootCA 12/8{z008
ST (UPS)ROOLCA  DST (LPS) RootCa 12/6{z008
ElpsT aces caxe DST ACES CA %6 11/z0/z017
[t | [ owort. | [ memave ]
Certificate intended purposes
<all>
CA-xx and DOD EMAIL CA-xx intermediary certificates.
Certificates
Intended purpose: <All>
= bt
Intermediate Certification Authorf®s | Trusted Root Certification * | %
Issued To Issued By Expiratio...
mCummun Paolicy Common Paolicy 10/15/2027
megiCert High Assur... DigiCert High Assuran... 4/2/2022
QDDD CA-22 DoD Root CA 2
mDDD CA-23 DoD Root CA 2 1/25/;
QDDD CA-27 DoD Root CA 2
@DDD EMAIL CA-23 DoD Root CA 2 1/25/2015
mDDD EMAIL CA-24 DoD Root CA 2 1/25/2015
QDDD EMAIL CA-25 DoD Root CA 2 1/142016
QDDD EMAIL CA-29 DoD Root CA 2 9/8f2017
Import... Export... Remove
Certificate intended purposes
<All=
e about certificates
Administrator for support.
6. Click Close.
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7. Select the Publishers certificate button from the Content tab.

Internet Options

General | Security | Privacy | Content | Programs || Advanced

Content Advisor

gl Ratings help wou control the Internet content that can be
viewed on this computer,

Certificates

Use certificates for encrypted connections and identification.

A
[ Clear 551 st@ ] [ Certificates ] [ Dpublishers i
= L

AutaComplets
AutoComplete skares previous entries Settings

% on webpages and suggests matches
for vou,

Feeds and Web Slices

Feeds and Web Slices provide updated Settings
B

content from websites that can be
read in Internet Explorer and other
programs,

.ﬁ. Some settings are managed by vour systerm administrakaor,

[ K ] [ Cancel ]

8. Select Client Authentication in the Intended Purpose dropdown list and look for the DoD Root certificate
as shown.

Certificates

Intended purpos€; Client: Authentication )

Trusted Root Certification Authorities | Trusted Publishers | Untrusted Publishers

Issued To Issued By Expitatio...  Friendly Name
Edpigicert Assured ID.., DigiCert Assured IDR..,  11/9(2031  DigiCert
Elbigicert Global Roo...  Digicert Global Rook €& 11/9/2031  Digicert
D\giCert High Assur,., DigiCert High Assuran,,,  1109/2031 DigiCert =
E] il = A 3/31/2025  Dighotar Root CA
.. 6f8f2012  D-TRUST GmbH
D'TRUST Root Clas... D-TRUST Rook Class 2., Sf16/2022 D-TRUST GmbH

Elo-TRUST Root Clas...  D-TRUST Root Class 3... Sf16f2022 D-TRUST GmbH
[EJERG Elekironik Serti,.. EBG Elektronik Sertifik,..  &{13/2016  EBG Elekironk 5.,

[ Import... H Export. .. ]I Remove ]

Certificate intended purposes

<Al

If you did not find the DoD Root certificate listed in step 3 or 6, go back to the previous section and install
the DoD Root Certificate. Close Internet Explorer completely after installing the Root Certificate and

repeat verification from the beginning of this section.

9
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Fine Tuning Internet Explorer
1. Open Internet Explorer (IE) and select Tools > Internet Options > Content (tab) and select Clear SSL state.

ernet Options

[ General | Seaurity | Privacy | Content | Programs [ Advanced |

Content Advisor

Ratings help you control the Intemet content that can be
viewed on this computer

s

Use certificates for encrypted connections and identification,

Clear S5L state Publishers.
AutoComplete

AutoComplete stores previous entries

on webpages and suggests matches
for you,

Feeds and Web Slices
Feeds and Web Slices provide updated
) content from websites that can be
read in Internet Explorer and other
programs.

Certificates

@@ Some settings are managed by your system administrator.

o |

Apply

2. Goto the General tab and select Delete.

[(ntemet Ogtior N (oo |
L
(__ General | security Prrivacy | Content | Programs | Advanced |

||| Homepage
l/? To create home page tabs, type each address on its own line.
A http:/fwww.msn.com/ E

[ usecurent | [ usedefauit | [ usebiank

Browsing history

7T Delete temparary files, histary, cookies, saved passwards,
¥} andweb form information.

[] Delete browsing history on gxi
s
Search

p Change search defaults.

Tabs

" || Change how webpages are displayed in
—

Appearance

[ coors | [ Lengueges | [ Fonis | [ Accesshiity |

(o ]

Apply

3. Select the 2 check boxes and click Delete Temporary Internet Files and Cookies.

Delete Browsing Histor

[] Preserve Favorites website data
Keep cookies and temporary Internet files that enable your faverite l
websites to retain preferences and display faster.

ary Internet files
Copies of wek and media that are saved for faster
viewing.

Cookies

on your computer by websites to save prefersnces
such as loginT
[ History

List of websites you have visited.

["] Download History
List of files you have downloaded.

[7I Form data
Saved information that you have typed into forms.

[ Passwords
Saved passnords that are automatically filed in when you signin
to a website you've previously visited.

[] ActiveX Filtering and Tracking Protection data
Alist of websites excuded from fitering, and data used by Tracking
Protection to detect where websites might be automatically sharing
details about your visit.
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4. Select OK to exit.

General | Seaurity | Privacy | Content | Programs | Advanced

Home page |
L/? To create home page tabs, type each address on its own line.
http:/fwww.msn.com/ -
[ useauent | [ usedefait || uUseblank

Browsing history

Delete temporary files, history, cookies, saved passwords,
¥} and web form information.

[] Delete browsing history on exit

Search
p- Change search defaults.

Tabs
Change how webpages are displayed in
tabs.
Appearance
Calors H Languages ][ Fonts H Accessibility ]

5. Select the Advanced tab and scroll down to the Security section. (NOTE: some settings may be restricted

by your System Administrator.)

Internet Options

General | Security | Privacy | Content || Progra Advanced

Sektings

Security rs
A Ctive content from CDs to run on My Computer®

[] Allow active content ko run in Files on My Computer®

[ allow software to run or inskall even iF the signature is i

Check For publisher's certificate revocation

ﬂ [] Do not save encrypted pages to disk
[] Empty Temporary Inkernet Files Folder when browser is clc
Enable DOM Storage
Enable Integrated Windows Authentication™
Enable memory protection to help mitigate online atkacks*
Enable native ¥MLHTTP support

1 h
< | >

*Takes effect after you restart Internet Explorer

Restore advanced settings ]

Reset Internet Explorer settings

Resets Internet Explorer's settings ko their default Re
condition,

=

“ou should only use this if vour browser is in an unusable state.,

.@- Sorme setkings are managed by your system administratar,

Ok ] [ Cancel ]

6. Enable Check for publisher’s certificate revocation.

7. Also enable Use SSL 3.0, Use TLS 1.0 and Warn about certificate address mismatch.
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Internet Options

General || Security H Privacy ” Content || Programs | Advanced |

Settings

[[] Do not save encrypted pages to disk ~
] Empty Temporary Internet Files Folder when browser is e b |
Enable [«2M Storage

Enable Integrated Windows Authentication™®

Enable memory protection to help mitigate online attacks*
Enable native XMLHTTP support

farn about certificate address mismatch™

'arn if changing between secure and not secure made

Warn if POST submittal is redirected to a zone that doesn—
w

< | >

*Takes effect after you restart Inkernet Explorer

Restore advanced settings
Reset Internet Explorer settings
Resets [nkernet Exploret's settings to their default
condition,

You should only use this if wour browser is in an unusable state,

@ Some settings are managed by ywour swstem administrator,

e

8. Close all browser windows.
Accessing the DTCS Net Manager Web Portal with Internet Explorer

Open Internet Explorer and go to https://dtcs.pac.disa.mil

You will be prompted to select a certificate and enter your Personal Identification Number (PIN) as shown in the
screenshots below. Be sure to select your DOD EMAIL certificate.

[Windows Security =

Select a Certificate

Issuer: DOD EMAIL CA-23

1/

JOHN.DOE.A.1111111111
1 Issuer: DOD CA-24
s | Valid From: 8/26/2009 to 12/31/2009

ok D[ cancat |

Microsoft Smart Card Provider
Please enter your PIN,

Ir 1| PIN
IE [soned |
Click here for more information
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If successful, you will see the DTCS Net Manager Website as shown below:

—— - =a
e 41‘;7%_'«{3[ s poc ssami D~ ROX|@nurotaiogn x|
[ fe £o1 Vew Fnartes Tods bep
You ngaus. y: forUs. nly.
Byusing this information Sysiem). you g
The US. Information System for including,
R 5

For Mozilla Firefox Users

Firefox Configuration

The following steps have not been fully tested or detailed and are offered only as reference in this initial release of
this document. Screen shots do not display actual certificate names as of this writing, only where they should be
located for verification.

1. Verify Advanced settings. Open Firefox and select Tools > Options > Advanced > Encryption

Options

B B A&

izeneral Tabs Content  Applications  Privacy  Security Swnc Advanced
General uNetwmrk”LIpdata EHCWDth

Pratocols

Use 55L 3.0 Use TLS 1.0

Certificates
‘When a server requests my personal certificate:

() Select one automatically (3 Ask me every time

[\l’iEW Certificateg] [Eevucatiun Lists] [ Wwalidation ] [SecuritxDewces

[ [a]:4 ] [ Cancel ] [ Help

Use SSL 3.0 and Use TLS 1.0 should be enabled (checked).
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2. Select View Certificates.

Options rg|
s B e Qi

[— s
General Tabs Content  Applications  Privacy  Security S Advanced

General | Metwork | Update | Encryption |

Protacols
Use 55L 3.0 Use TLS L0

Certificates
hen a server requests my personal certificate:

() Select one autamatically (3 Askme every time

Wi Certificates Revocation Lists] ’ ‘walidation ] ’SecurityDevices
e ————

oK ] ’ Cancel ] ’ Help

3. Your Certificates tab should appear by default. Your personal DOD signature (EMAIL) certificate should

show up here:

) Certificate Manager

‘our Certificates LPeopls || Servers | Authorities | Others

ou have certificates from these organizations that identify you:

Certificate Mame Security Device Serial Mumber Expires On | B

(=] U.5, Gowvernment

Acl T ...

M. 11 El | g
YOUNG.EWA,LYM, 1126860500 AckivIdentity ActivChien... 1003200 11/z5fz012
YOUNG.EWA.LYR. 1126860800 ActivIdentity ActivClien... 33:10:55 11/25f2012

i ——
View .. )[ Backup... ] [Bacl;upnll...l [ Impart.... ] [ Delete..

/ \

4. Select one from the list and View to find out which one is the Signature (aka DOD EMAIL) certificate. This
is the one you need to use to access the DTCS Web Portal. Delete any old or expired certificates. There
should only be three (3) (per person, if more than one user shares this computer).

14
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5. Select the Authorities tab and scroll down the list to see if you have U.S. Government DoD Root CA 2
certificate.

w Certificate Manager _ I

Your Cemflcalesl Peuplel Sew&él Authorities

You have certificates on file that identify these certificate authorities:

a

Certificate Name Security Device
¥ kironik Sertifika Hizmet Saglayicisi Builtin Object Token o
c 4U.S. Government
- Software Security Device

ORC ECA SW 3 Software Security Device
DoD Intermediate CA-2 Software Securitv Device
DOD EMAIL CA-25 Software Security Device
IdenTrust ECA 1 Software Security Device
DOD CA-27 Software Security Device
DOD EMAIL CA-26 Software Security Device
DOD CA-19 Software Security Device
DOD EMAIL CA-28 Software Security Device

Software Security Device
(_ DoDRootcA2 Software Security Device

“xternal Certification Authority - G2 Software Security Device
ECARoot CA 2 Software Security Device
DOD EMAIL CA-29 Software Security Device
ORCECA 2 Software Security Device
DOD EMAIL CA-23 Software Security Device E\
DOD CA-20 Software Security Device ]
DOD CA-30 Software Security Device
DOD CA-21 Software Security Device
ORC ECA HW 3 Software Security Device i
£CA Dant 0 S
View... Edit Trust... Export... Delete or Distrust...

6. If the DoD Root CA 2 is not in the list, use your Firefox browser to go to this website
http://dodpki.c3pki.chamb.disa.mil/rootca.html and follow the instructions on the page to install only the
DoD Root CA 2 certificate.

DoD Class 3 PKI
Download Root CA Certificate

‘ Instructions for downloading the certificate for the Root Certificate Authority (CA).
‘ You will see a serics of windows entitled "New Certificate Authority":

1. In the first window: Click on "Fiew" and compare the displayed "fingerprint” with the one on your Certificate
Registration Instructions. If they arc not the same, stop and notify your Local Registration Autherity. If they are
the same, click on "OK". Then click on "Next =>".

2. In the next window: Click on the first two check boxes and click on "Finished". )

If you see a window stating "The certificate cannot be imported. This certificate is already in your database,” click
oK™,

‘ After reading the above instructions, {ick on Download Root CA 2 Certificate.

{ Then, using the same intructions, click on Download External Certification Autherity (ECA) Root CA Certificate.
Then, using the same intructions, click on Download External Certification Authority (ECA) Root CA 2 Certificate.

If you need to trust certificates from any of the retired Root Certification or Intermediate Certification Authorities for
any reason click here .

7. Close Firefox completely. Repeat Steps 1 & 2 above. If the DoD Root CA 2 is still not in the list, contact
your System Administrator for support. Continue to verify Advanced settings.
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8. Go back to Tools > Options > Advanced > Encryption

Options

[ fa

= Qe =

J El EEII % e =]
General Tabs Content  Applications  Privacy  Security
General |Netwark Upd@mm \—/

Protocols
Use 55L 3.0 Use TLS 1.0
Certificates
Wwhen a server requests ry personal certificate:
() Select one automatically  (3) Ask me every time
I\I'IEW Certlflcatagl Igevntatlnn Lists I [ !ahdatlﬂ [SecurltxDewcas I

// (Cox ) [Cconeel ] [ rob

9. Select Security Devices and then Load (button)

) Device Manager |:| |E| r5__<|

Security Modules and Devices Details Yalue
(=IN35 Internal PKCS #11 Module
Generic Cryplo Services
Software Security Device

(=] Builtin Roots Module
Builin Object Token
(=] Ackivilient

ActivIdentity ActivClisnt 0
Enable FIPS

™\

10. Enter the Module Name of your choice (e.g. CAC Reader or ActivClient)

11. Browse to one of the following DLLs, according to your version of ActivClient and operating system.

£ Load PKC5#11 Device

Enter the information For the module you wank ko add.

Module Mame: | AckiviClient |

Module filename: | | 1'

—_———

I 94 l [ Cancel ]

e ActivClient 6.2 on 32 bit computers: C:\ProgramFiles\Actividentity\ActivClient\acpkcs211.dll or
acpkcs201-en6.dll
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e ActivClient 6.2 on 64 bit computers: C:\ProgramFiles(x86)\Actividentity\ActivClient\acpkcs211.dll or
C:\ProgramFiles\Activlidentity\ActivClient\acpkcs211.dll

e ActivClient 6.1 computers: C:\Windows\System32\acpkcs211.dll or acpcks201-en6.dll
12. Click OK to close.

Accessing the DTCS Net Manager Web Portal with Firefox

Open Modzilla Firefox and go to https://dtcs.pac.disa.mil

You will be prompted to select a certificate and enter your Personal Identification Number (PIN) as shown in the
screenshots below. Be sure to select your DOD EMAIL (aka Signature) certificate.

Lsar ldentification Request

This site has requested that you identily yoursell with a certificate:
dcs. pae ciia il

Organization: LS. Governmsnt™

Eesumd Uindar: TLLES, Govenrinant™

Choose a certificate to present as identification:

BsctivIdentity ActivClent 0:YOUNG.EVALYN. I | 26860800

Detids of salected cortificate:

Tsoued to: CsTOUNGIEVALTN, |1 26860000, O b= ONTRACTOR  OLsPT, Ol s D00, OmlULS, GOVERKNMENT, Cslis
‘Serial Number: 10:31:F8

‘el Froem SYSF2012 20:00:00 PH ko §1ZSI2002 18:59:5% PH
Cetficate Monrrepasdstion
[

—
GOWERMNMENT Sonabure Certificabs [1D:31:FE

P9, Oy, Ol s Dol Ol 5. Govermiment, CsLS

Lo J [cma ]

(Windows 7 without ActivClient)

Select a Certificate

Issuer: DOD EMAIL CA-23
Valid From: 10/11/2009 to

T icate prope...|

JOHN.DOE.A.1111111111
Issuer: DOD CA-24
Valid From: 8/26/2009 to 12/31/2009

| Microsoft Smart Card Provider
Please enter your PIN.

IZ [PIN| ] ‘

Click here for more information

Clemiae

A

Distributed Tactical Communications System (DTCS) Net Manager Web Portal - Before you Begin 17
For Official Use Only 04/25/2013


file:///C:/ProgramFiles(x86)/ActivIdentity/ActivClient/acpkcs211.dll
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With ActivClient, your view may look like this:

ActivClient Login E‘@

Actividentity

ActivClient

Please enter your PIN.

PIN [ essoes |

[ OK J[ Cancel ]

DTCS Net Manager Web Portal login screen

[ o sow e . - - 1R Aibl=lDees

|3 NM Portal Login [+]

‘ € ) @ ntips;//dtcs.pac.disa.mil v v ¢ || B- Google Al ¥ A B~
You are aus. System that is provided for U.S. Government-authorized use only. |

By using this Information System (which includes any device attached to this Information System), you consent to the following
conditions:

*The U.S. Government routinely intercepts and monitors communications on this Information System for purposes including, but
not limited to, ion testing, COMSEC itoring, network i and defense, personnel misconduct, law
and

* Atany time, the U.S. Government may inspect and seize data stored on this Information System.

* Communications using, or data stored on, this Information System are not private, are subject to routine monitoring,
interception, and search, and may be disclosed or used for any U.S. Government-authorized purpose.

* This Information System includes security measures (e.g., authentication and access controls) to protect U.S. Government
interests — not for your personal benefit or privacy.

11l

‘ Login »

Additional Resources

Firefox SSL errors codes http://www.mozilla.org/projects/security/pki/nss/ref/ssl/sslerr.html
Military CAC Firefox resource site http://militarycac.com/firefox.htm

Other configuration and troubleshooting steps may be found at

http://militarycac.com

http://iase.disa.mil/pki-pke/getting started/index.html

DTCS Net Manager Support
Monday — Friday 8:30AM — 4:30PM, (US Eastern Time)

(703) 996-2900, option 3
DTCS-Provisioning@exelisinc.com
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